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NIS Directive

The Directive on security of Network and Information Systems (NIS
Directive) is a cybersecurity legislation passed by the European Union (EU)
on July 6, 2016. Its aim is to achieve a high common standard of network
and information security across all EU Member States.

The NIS sets a range of network and information security requirements which
apply to operators of essential services and digital service providers (DSPs).
The “operators of essential services” (OES) referred to in the legislation
include enterprises in the energy, transport, banking, financial market
infrastructures, health, drinking water supply and distribution, and digital
infrastructure sectors. The NIS Directive requires each EU Member State to
put together a list of organisations within those sectors who they consider to
be essential service providers.

European security network

The Directive will create a network of Computer Security
Incident Response Teams (CSIRTs) in each Member
CSIRTS State. Member States are also required to designate
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The Member States need to appoint at least one Computer Security Incident
Response Team (CSIRT). The CSIRTs role is to:

e monitor incidents at national level;

e provide early warning, alerts and information to relevant stakeholders
about risks and incidents;

e respond to incidents;

e provide dynamic risk and incident analysis and increase situational
awareness;

e participate in a network of the CSIRTs across Europe.

National Cyber Security Strategy

Member States are required to implement a national cybersecurity strategy
defining security goals as well as relevant policy and regulations needed to
enforce the strategy.

The strategy should include:

Strategic objectives, priorities and governance framework
Identification of measures on preparedness, response and recovery
Cooperation methods between the public and private sectors
Awareness raising, training and education

Research and development plans related to NIS Strategy

Risk assessment plan

List of actors involved in the strategy implementation

Member States are also required to designate a minimum of one NCA
(National Competent Authority) to monitor the impact and implementation
of the NIS Directive at national level. Each Member State SPoC must
communicate with other Member State SPoCs to enhance cooperation.

Cooperation Group

In addition to the other bodies established by the NIS Directive, there is a
further requirement to create a Cooperation Group whose purpose is to
facilitate collaboration around cybersecurity between Member States.

Security requirements

Under the NIS Directive, identified operators of essential services will have
to take appropriate security measures and to notify serious cyber incidents
to the relevant national authority. The security measures include:

e Preventing risks
e Ensuring security of network and information systems
e Handling incidents

H Security requirements m

A Take appropriate and proportionate technical and All
organisational security measures

- Information security policies
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- Security plan and incident management
- Business continuity plan
- Control, monitoring and audit (yearly audit (1))

B  Provide information needed to assess NIS security All
- Contact point at OES

C Provide evidence of effective implementation 2ISO All, except

27001 certification (3-yearly audit (1) digital

D Execute binding instructions received by the NCA to All, except
remedy operations digital

E Remedy any failure to fulfil NIS requirements Digital

F Designate an EU representative, when not Digital
established in EU

(1) Audit report to be transmitted within 30 days to the NCA

Notification requirements m

A Notify any incident (1) having a “significant” 2 or All
“substantial” impact (confidentiality, integrity and
availability) to NCA and CSIRT(®) without delay

B  Notify significant impact due to 37 Party Digital Digital
Service Providers

C Notify impact of incident when relying on critical 34 All,  except
Party Digital Service Providers digital

D Inform public about incident if required by the Digital
notified authority: NCA or CSIRT

(1 A secured notification platform will be created
() Significance will be determined by

- Number of users affected

- Duration of incident

- Market share of the OES

- Geographical spread

- Extent of disruption (for digital providers only)
- Extent of impact (for digital providers only)

() Financial institutions notify to the NBB, who will inform the NCA & CSIRT
(BE)
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